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[57] ABSTRACT 

A system remote sensor network that uses distributed intel- 
ligent modules includes a control panel having at least one 
intelligent sensor loop for coupling intelligent sensors, i.e.. 
sensors having a unique ID, with the control panel and at 
least one remote interface module having an interactive 
display. A graphic representation of the floor plan in vector 
form is stored in the panel and module memories. In 
addition, the vector location of each peripheral coupled to 
the intelligent sensor loops is stored in each module's 
memory. By storing the floor plan in vector form, both low 
and high detail display images can be displayed with mini- 
mum memory requirement. Upon the issuance of a display 
command generated either by a user or by the panel, the 
graphic representation of the floor plan and locations of the 
sensors is displayed on the remote interface module. If a 
sensor has been activated when the network is active, the 
location of the activated sensor can be immediately known 
by commanding the interface module to display the sensor 
and related floor plan detail. Utilizing the graphic user 
interface of the interface module also greatly expands the 
functionality of the module by permitting a user, from the 
module, to enter pass codes, monitor the system, or modify 
the system Extensive use of icons also decreases language 
barriers when the system is used by non-Enghsh speaking 
users. 

19 Claims, 8 Drawing Sheets 
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REMOTE SENSOR NETWORK USING 
DISTRIBUTED INTELLIGENT MODULES 
WITH INTERACTIVE DISPLAY 

FIELD OF THE INVENTION 

The present invcntioa relates in general to input/output 
modules for use in remote sensor networks and more par- 
ticularly to graphic user interface modules of the type 
involving security sensor networks used in access control, 
perLmeter alanxt vault alarm, and fire alarm systems, alone 
or in combination with each other. 

BACKGROUND OF THE INVENTION 

In the field of remote sensor networks, common applica- 
tions include access control, perimeter alarm* vault alarm, 
and fire alarm systems. In each of these applications, it is 
necessary to have a central monitoring and relay unit, or 
control panel, to which was connected one or more dedi- 
cated sensors, usually in loop configurations. If any sensor 
was activated, then the central control panel carried out one 
or more specified routines such as activating an audible 
alann and establishing a communications link with an 
appropriate central station if the sensor was in a perimeter 
alarm system. In such applications, it was also desirable to 
have one or more remote access modules which may permit 
a user to modify a subroutine. For example, a remote access 
module usually permitted the central control panel to bypass 
an alarm sequence subroutine if a certain troublesome sensor 
has been activated- In such instances, the remote access 
module may have be located outside a premises having a 
network of security type sensors. Upon entering an appro- 
priate command, usually via a keypad, the module sent a 
predetermined signal to the central control panel based upon 
the command entered. In this manner, portions or the entire 
system could be enabled, disabled, or the system reset. Other 
types of access control modules were used to control access 
to restricted areas and to record the ID of the person entering 
that area. 

For security type applications, remote access modules 
were usually in the form of numeric keypads. Early models 
were of a traditional 10 key configuration. A user, knowing 
a key combination, would enter the combination to activate 
a predetermined command instruction. Etifferent combina- 
tions would permit the user, via the keypad, to execute 
different command instructions. As concern over the level of 
security provided by such models increased, more robust 
versions began to become available. An improvement 
included variable indica keypads used for access control 
applications whacin each key did not have a predetermined 
indica. Thus, an unauthorized observer could watch an 
authorized user's key stroke pattern, but because the values 
of the depressed key combinations would change at the next 
time of attempted access, knowledge of which keys were 
depressed in a particular order became meaningless without 
knowledge of what indica each key had at the time of 
observation. Several United States patents have been 
granted on such technology, including U.S. Pat No. 4333, 
090 issued to Hirsch and incorporated herein by reference. 

In addition to security concems, it was desirable to 
provide the user with information as to the status of the 
sensor network. To this end, several newer keypads provided 
textual information concerning the status of the system. 
Thus, a user could determine whether the system was armed, 
on standby, or had been compromised. Robust versions 
provided information concerning the status of any activated 
sensor loop and perhaps the location of any active sensor. 
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but presented such information only by way of code. 
Because of the limited and cryptic nature of information 
provided by such units, a shortcoming of this technology has 
been the need for the user to know what certain displayed 

5 codes meant, and how to respond to them. As an illustration 
of this shortcoming, the following example is provided. In 
an alarm system having at least one such keypad, the alarm 
was activated and the usa: desired to know which area 
covered by the system has been affected, and also desired to 

10 deactivate the same and further, send a notice of false alarm 
to the public security agency. The user entered his or her 
access code via the keypad and might be able to observe 
information concerning the section of the system having the 
active sensor. This information was usually in the form of a 

15 sector location such as C- 13. If the user knew the physical 
location of this sector and detennincd that it is likely a false 
alarm, then a deactivation code could be entered, if known 
and permitted. Furthennore. a cancel signal, which notified 
all destinations of the nature of the present status, may have 

20 be generated by further input Nevertheless, each command 
must have been sequentiaily entered in the order proposed 
by the module's display. 

SUMMARY OF THE INVENTION 

25 The present invention relates to sensor network systems 
having a main control panel to which is opaatively coupled 
at least one sensor and at least one remote interface module, 
components thereof, and methods of use concerning the 
same. An object of the invention is to provide a system 

30 wherein network control and query operations are distrib- 
uted between the mam control panel and the at least one 
remote interface module. By assigning each component type 
in the system with certain functions, user or network initi- 
ated commands, which do not require the immediate 

35 resources of the main control panel, are carried out by the at 
least one remote interface module. The resulting distributed 
intelligence permits a high level of system flexibility as will 
be demonstrated below. 
The main control panel of the present invention is char- 

40 acterized as a processor, memory, sensor interface having at 
least one intelligent sensor loop, and at least one data input 
and output interface adapted to permit communication to 
and from the panel. Any sensor of the type conventionally 
used for perimeter or vault alarm systems, any sensor of the 

45 type conventionally used for fire alarm systems, or combi- 
nations tha-eof is operatively connected to the sensor inter- 
face. In addition to the foregoing, the sensor interface of the 
present invention provides a means for connecting one or 
more intelligent sensors as well as one or more interface 

50 modules by way of an intelligent sensor loop. Intelligent 
sensors are considered to be those that are capable of 
transmitting a signal along one or more data wires when 
activated and such signal is uniquely identifiable by a 
receiving device. These sensors may only transnait a signal 

55 when activated, may periodically transmit status signals 
(one form of signal when activated and anotiier form when 
inactive), and/or may be responsive to a polling signal. By 
utilizing intelligent sensors, the control panel is provided 
with information which is unique to each sensor, thereby 

60 permitting identification of any sensor in the loop. 
Consequentiy, the control panel, via its microprocessor and 
memory, can not only determine that a sensor has been 
activated, but also which sensor in the loop has been so 
activated. 

65 The panel memory has sufiBcicnt capacity to store control 
operation commands, information pertaining to authorized 
user names and pass codes, as well as system operation 
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schedules. Optionally, the mam control panel has in its by touching appropriate icon indicia which are presented in 

memory a table or list of sensor IDs, if available, and response to user input. 

security or fire telephone numbers if the control panelis also Also in a preferred embodiment, a floor plan of the 

equipped with a telco interface. In addition to the foregoing, monitored area is stored in the module* s memory and can be 

it is desirable to provide sufficient memory capacity to log 5 displayed upon demand by a user having an appropriate 

significant activities received by the control panel For access level or upon activation of a sensor as determined by 

example, a log of events aft^ activation of a sensor can be ^ ^^^^^^ ^ Moreover, the location of each 

recordedlntksmanncr,eachtnppedorvi^^^^^^ sensor having an ID can be indicated or overlayed thereon 

have a time code associated with it, the combined informa- previously described 

tion being transmittable to at any remote interface module to m ^ * jx ^t. n t r^i. ju 

present a history of aU activiUes after the first sensor is !□ P«fenedfcrin, the flow plan of tte area covered by 

tipped. e.g.. subsequent sensor activations to identify the "T*^ u f • ' ""^"^ ^Jl-^T' 

profession of events. TOs would be espedaUy useful in ^^ich benefiaaUy maximizes m^iy uMization 

cri^ reconstruction and/or arson investigation procedures. '«'«^»y '^^'^ scaling possibihhes. TTiUS, by 

^ , , , ^ «_ , . «. . touching the matnx m an area of the floor plan, a greater 

TTie maij. contiol panel preferably has non-intelligent 15 ^^^^ ^ ^ ^^^^^ Additionally, by keeping the floor 

sensor loops that enable it to power and monitor the ^s ..j^^„ ^ ^ansmission volume between the main 

of heterogeneous sensor types, i.e. 12 VDC and 24 VDC ^^^rol panel and each module is significantly reduced. Also 

sensors. In this manner, both perimeter alarm sensors and Pediment, a user can selectively enable or disable 

fire alarm sensors can be mtegrated into one op^atmg ^ ^^^^ ^^^^^^ diagnostics thereon. New 

systan which pcnmts toe mmn control unit to be used with 20 intelligent sensors can be added to any intelligent sensor 

existing sensor networks. The mam control pand also has ^ j^^^ ^ 

the abihty to sdecUvely power down each loop circuit For ^^^^/^^ appropriate floor plan via a sensor location 

aaroplt, current Underwater Uboratoi^ rcquiremente die ^^^^ ^^^^ ^ theiemote interface module. SimUarly the 

late that commercial permieter alarms be active for at least ^^^^^^^^ i^^uigent sensors can be changed 

4 hours after a mam power faUure; fire alarms be active for 25 ^nd/or removed from the interface module's memory, 

at least 24 hours; and vault alarms for at least 72 hours. _ ^ ... ... . . .. . 

Using the described loop circuitry, a single uninterruptible disQibuted intelligence of the pr^entmvention also 

pow« supply can be utiUzed for all circuits, thereby reduc- ?^ «««f °f any remote 

kg consul costs. However, because the battery supply ""^f ««« "^o*"!'' tT*^g the requirement of wmng 

voltage is finite, control logic in the main control panel wiU 30 ^ ^'^ '^'^ Kfiu^JT f 

selectively disable each 1S5, after a predetermined time, ^^f^}o°P pass-through provuaon to enable the addition of 

^, . , ^ ^ r :*f «i 1 T„ ^ mtelligent components, e,g., audible warmng bells, sensors, 

thus conserving battery power for cntical loops. In a pre- .TTj i e 

fen-ed embodiment, a telco interface is provided to commu- mtertace modules. 

nicate both the power loss and subsequent power-downs to These and otiier features of the invention will become 

the central sUtion for appropriate actions. 35 apparent upon inspection of the several drawings andreview 

Many of the invention's features are carried out by the disclosure, 

remote interface module. The remote interface module is BRIEF DESCRIPnON OF THE DRAWINGS 

characterized as a housing and exposed visual display ^ ^ ^ .^^^c of a system embodiment of the 

adapted to display atleast one graphic rq,resentation of user ^^^^^^^ ^ ^^^^ ^^^^^^ ^^^^ 

idenhfiable mdica conespondmg to Pj^y^ical Planof the 40 ^^^^^^^ and remote interface modules; 

momtored area m conjunction with a displayed portion of ^ . i_, 1 j- 4, 1 « i #4,^ 

the sensor network. To permit display of this information, ™^ 2isablockdiagramof the contro pand s^^^^^ 

internal to the housing is a processor, memory, and video ^^^'"^ ^^^'^ components associated therewith; 

display controller, the elements not being necessarily dis- HG. 3 is an elevation view of an mterface module 

Crete. The memory is of sufficient size to store at least one 45 shorting the display saeen with interface matrix shown m 

graphic representation of the physical area wherein the at phantom; 

least one sensor is located. Preferably, an icon representing FIG. 4 is a block diagram of the interface module showing 

the at least one sensor is presentable on the graphic repre- the various discrete components associated thcrc\wth; 

sentation display in a position which corresponds with its FIG. 5 is a full detail floor plan displayed by an interface 

actual position. In this manner, a user may be presented with 50 module when locating a sensor position during initial instal- 

a graphic **blue print" of the monitored area with the position lation or subsequent modification; 

and status of the at least one sensor indicated thereon, FIG. 6 is similar to FIG. 3 but wherein the display screen 

To permit manipulation of the graphic rq)resentation shows a keypad for entry of a user access code; 

display as well as to perform sdective network system FIG, 7 shows an initial display of an interface module, 

functions, an input means is provided. The input means may 55 after entry of a valid access code, allowing a user to perform 

be separate and manually responsive to a user, integral with predefined functions; 

the display such as by use of a touch screen overiay, or may piG. 8 is similar to FIG. 7, but shows the location of 

be responsive to voice, image, or magnetic code. In a sensors associated with a perimeter sensor loop for the 

preferred embodiment, a Liquid Crystal Display (LCD) is displayed floor plan; and 

used as the visual display and a touch sensitive matrix is 60 piQ 9 is a high detail floor plan of FIG. 8 showing in 

overlayed thereon. The display/matrix combination provides detail the location and status of perimeter sensors present in 

both the ou^ut and input means, which are variable and displayed area. 

depend upon the type and location of displayed indicia. As r!c/-rDTiyTT/-\xT T-m 

a consequence of tiiis combination, a user may activate the DETAILED OTSOTTITON OF THE 

interface module, enter an appropriate code after the display 65 INVENTION 

has presented an entry code matrix (such as randomly Referring then to the several figures wherein like numer- 

gencratcd keypad indicia), and query or control the system als indicate like parts and more particularly to FIG. I, a 
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schematic representation of the present system embodiment when the system is active, a dialer (not shown) atten^>ts to 

of the invention is shown. System 20 con^irises three main establish contact with the central monitoring agency via line 

con:^onent types, namely control panel 30, intelligent sen- 1 (70). When a connection is established, a predefined alarm 

sors 82, intelligent sensors 84, non-intelligent sensors 86, signal is broadcast As is common in the industry, a confir- 

non-inteliigcnt sensors 88, and remote interface modules 90 5 mation signal is sent to the system which then initiates a 

(which is a generic reference to interface modules 90o-c). second dial-out on line 2 (72). After estabUshing a connec- 

To better understand the functionality of control panel 30, tion with the destination device, system status information is 

inspection should first be made to intelligent sensor loops transmitted thereto. 

80a and 80fc. Intelligent sensor loops SHa and 80fc opera- j^^^q interface 56 is intended to provide dedicated "listen 

tively couple sensors 82 and 84 to control panel 30 and are jq capability and provide outgoing system diagnostics upon 

composed of at least two data wires (a second pair of powa: activation of an appropriate alarm routine. For diagnostic 

wires is preferable and often necessary as those persons pmposes, an RF activated relay is optically coupled to 

skiUed in the art will appreciate). Intelligent sensor loops microprocessor 32 which causes the initiation of a dial-out 

8O0 and 80i arc similar to computer network links; each 2 (72) and transmission of alarm status information, 

loop permits up to 64 unique primary addresses to be ^5 Preferably, the RF activated relay is activated by an RF 

identified and utilized over a single pair of wires. Each ^^^j^^ generated from a commercial paging system which 

sensor 82 or 84 in any intelligent sensor loop is selected to 3 ^oded signal in response to a dialed number. In this 

be "intelHgent" insofar as they are capable of transmitting a manner, only persons knowing the proper paging number 

signal along loop 80a or HOb as the case may be when having access to the preprogrammed out-dial number 

activated and such signal is uniquely identifiable by panel 20 wiU be able to retrieve the diagnostic systems information. 

30. These sensors may only transmit a signal when activated, addition to the foregoing, control panel 30 has an 

may periodically transmit status signals (one form of signal uninterruptible power supply (UPS) power back-up. In tiie 

whenactivatedandanottierformwheninactive),and/ormay present embodiment, existing battery back-ups can be 

be responsive to a polling signal In the present form, the re-used because battery charger 62 selectively monitors and 

inteUigent sensors are poUable and provide panel 30 with a ^ jnaintains dissimilar batteries, e.g., batteries 64g and 64b. 

unique ID code when prompted by the panel. The impor- ^f/hich may be used with dissimilar sensor loops tiiat arc 

tance of this feature will be discussed in more detail below. coupled to control panel 30. Thus, as is common in the 

To utilize non-intelligent sensors such as sensors 86 industry, fire sensor loops utilizing 24 VDC and perimeter 

shown in FIG. 1, a non-intelligent loop 80c is provided as is sensor loops utilizing 12 VDG can be linked into a single 

well known in the industry. Here, sensors 86 are serially 30 control panel. The status of batteries 64a and 64b are 

connected to loop 80c and coupled with panel 30. Variances monitored and information concerning their condition is 

in voltage potential from normal as detected by window relayed, via A/D converter 42, to microprocessor 32. 

coii5)arator 46 (see FIG. 2) will indicate that any sensor 86 Consequentiy» should the condition of a battery decline 

in loop 80c has been tripped, however, it will not be known beyond a T"i"imtim threshold, the signal relayed to micro- 

which sensor has been so tripped. A similar configuration 35 processor 32 would cause a low battery warning routine to 

exists in respect to non-intelligent sensors 88 and loop SOd be executed. Similarly, the control logic carried out by 

which are in this case, 24 VDC fire sensors. nucroprocessor 32 will control the operation of each circuit 

In FIG. 2, a schematic block diagram illustrates the basic when panel 30 is operating under battery power. For 
functional components of panel 30. In relevant part, the exaiiq)le, current Underwriter Laboratory requirements die- 
componentry of panel 30 includes microprocessor 32 to 40 tate that commercial perimeter alarms be active for at least 
which is bi-directionally coupled intelligent loop interface 4 hours after a main power failure; fire alarms be active for 
34, EEPROM (Flash) memory 36, and bus 38, Coupled to at least 24 hours; and vault alarms for at least 72 hours. Thus, 
bus 38 is D/A converter 40, A/D converter 42, DTMF the control logic will selectively disable each loop afta: a 
demodulator 44, fire loop dxcuit 52, non-inteUigent loop predetermined time, thereby conserving battery power for 
interface 50, window comparator 46, and UART 48 and 45 critical loops, 

further con^oncnts as shown. Microprocessor 32 carries out As will be described below, a means must exist for 

routines stored in memory 36 as directed by commands defining the operations of panel 30. To this end, interface 

received via intelligent loop interface 34 and system status port 54 is provided. Interface port 54 is preferably a RS-232 

as provided by bus 38. In addition to storing routines for port that is connected to bus 38 via UART 48 which is in 

panel 30, memory 36 maintains the previously described 50 communication with microprocessor 32 as previously 

database. The database also correlates the unique identifier described. Interface port 54 enables preloading of informa- 

or ID for each intelligent sensor, remote interface module, or tion into memory 36 during the installation process as well 

other device which must be selectively monitored witii a as coupling of a printer or other peripherals for generating 

short system ID. Consequentiy, when panel 30 provides reports at the panel location, or performing other permitted 

information concerning intelligent sensors to each interface 55 on-site diagnostics. 

module 90, it need only transmit the short system ID as A primary feature of the invention is that minimal inter- 
opposed to a longer acmal sensor ID, Finally, a table of user activeness is required between any interface module and the 
access codes and associated security levels are maintained in control panel. In particular, control panel 30 regularly broad- 
memory 36 as well as dial-oct numbers and associated stams casts data packets regarding the status of the system to 
signal codes. 60 interface modules 9Qa-c via intelligent loops 8O0 and 80i> 
Control panel 30 includes tclcx) interface 56 which is whereupon each module receives, verifies, and stores the 
coupled with two, separate publicly switched telephone status information. When requested to display status 
lines. Line 1 (70) is assigned highest priority and is used to information, any interface module 90 need only query its 
communicate critical signals to a central monitoring agency. own memory to display the status of the system, thus 
line 2 (72) is assigned a lesser prioriiy and is used to 65 minimizing the bandwidth necessary to transmit data along 
communicate general system stams to the system manufac- any intelligent sensor loop 80a-fc. If an interface module 90 
turer or the like. Thus, for example, if a sensor is tripped must conununicate with panel 30, then a request packet is 
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broadcast through the pertinent intelligent loop and is 
received by microprocessor 32. 

Interface module 90 is better shown in FIG. 3 wherein 
housing 92 is preferably constructed of a lightweight yet 
strong material such as an aluminum composite or a rein- 
forced polymer. Module 90 is characterized as havlDg a 
generally centrally positioned display screen 100 of the 
liquid crystal display (LCD) type, although other types of 
displays can be employed such as a GIT. Standard mono- 
chrome LC3> displays are particularly desirable since they 
have a limited field of view. CRTs and more sophisticated 
LCD displays (supertwist and active matrix displays) permit 
better lateral viewing, however such extended viewing 
angles are inappropriate since it is desirable that only the 
user be able to observe the displayed data. In preferred form, 
display 100 is VGA con:4)atible with a resolution of 640x 
480. 

Located immediately adjacent the display saeen, and 
between it and a user, is touch sensor matrix 102 which is 
shown in phantom. Touch sensor matrix 102 preferably is 
coupled to the interface module processor (not shown in this 
Fig.). Housing 92 also has LED 94 which indicates that 
module 90 has power and is in communication with control 
panel 30. Variable LED 96, also associated with housing half 
92a, indicates the status of the system— green indicating 
normal operations, and red indicating a partial or complete 
system failure. By utilizing the built-in query functions of 
interface module 90, a user can rapidly determine where the 
failure has occurred since all such information is regularly 
broadcast to all modules through the intelligent interface 
loops. 

A feature of module 90 permits a speaker to be located 
therein to present a user with audible tones or voice, and a 
microphone to permit the module to perform listen-in func- 
tions. The data necessary for audible tones can be generated 
by the interface module, or can be generated by the control 
panel and distributed to the interface modules. Transmission 
of sounds obtained via the microphone can be transmitted 
via the intelligent loop circuit, or can be part of a dedicated 
analog circuit separately connected to the control panel. 
While it is preferable to utilize the intelligent loop, band- 
width problems may be present. 

Interface module 90 is constructed to cany out most 
access and data 1^0 functions of the system, thus permitting 
convenient monitoring of operations and stnictured modifi- 
cations to the same. As described previously, panel 30 
periodically broadcasts system status information along 
intelligent sensor loops SOa and ^Ob which is received by 
each module 90 and stored in memory. In addition, because 
each intelligent sensor loop is bi-directional in nature, access 
to panel 30 can be accomplished. In particular, any interface 
module 90 connected to panel 30 via dedicated oi preferably 
intelligent sensor loops as is shown in FIG. 1 will permit 
user identification, verification, and structured access to 
command functions (d^ending upon the level of access 
permitted based upon verified user identity); status moni- 
toring of the entire sensor systeiru including individual 
sensors, tclco line integrity. UPS stams, etc.; entry of new 
user pass codes and modification of existing pass codes 
(again, depending upon the level of access permitted); 
system control including enable, disable, clear, and sched- 
uling; enablement and disablement of the panel alarm switch 
to permit access to the panel for hard and soft modifications 
thereto; placement of new sensors; software load of display 
information; and limited modification to system time such as 
for day light savings adjustments if not already programmed 
into the panel subsystem 
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A block diagram illustrating the electronic components 
for carrying out these functions is shown in FIG. 4. The 
electronic con^onentiy of interface module 90 includes 
microprocessor 104 (Intel 80188EC), VGA controUer 106 

5 (Chips and Technology 65510) with associated display 
memory 108 (256 kxl6 DRAM), LCD controUer 110, 
EEFROM setup memory 112 (128 bytes), D/A converter 
114, A/D converter 118» EPROM memory 120 (264 k) for 
storing modiile BIOS and command functions, EEFROM 
memory 122 (2 Mb) for storing display data (floor plans and 
icons), loop interface 124, power supply 126, and battery 
128. Memory 122 is preferably flash memory but with the 
ability to selectively o^se one or more of its 64 memory 
sectors. In this manner, it will be possible to store additional 
command functions therein and yet have the abUity to 

15 update display data without having to restore the conunand 
functions that might be stored therein. 
Installation and Configuration of a System— Off-Site: 

The following discussion concerns the installation of a 
base system wharein a pre-existing intelligent sensor net- 

20 work has already been physically installed in general accor- 
dance with HG. 1. An installer is located off-site and has a 
personal computer loaded with installation software which 
permits configuration of the sensor parameters, valid user 
names and access IDs, and permitted actions based upon 

25 defined access levels. Prefer^ly, the installer is given plan 
drawings or blue prints of the current premises where the 
physical system is installed. The drawings are scanned and 
converted into a vector form, or such drawings are created 
in a software application such as Auto-Cad®, which is in 

30 turn converted into vector form and loaded into a database 
residing in tiic installer's personal computer. 

At this tirae. the installer may also define the various 
actions to be carried out depending upon the state of the 
monitored sensor loops such as determining what telq)hone 

35 numbers will be dialed when there is a panic alarm, when 
there is a tripped fire sensor, etc. The installa may also 
determine what subroutines can be activated for any given 
access level. Icons, for use by any interface module 90, are 
selected from bit map image files and are also loaded into the 

40 database. Each icon preferably has one of four brighmess 
levels assignable to it, thereby permitting brightness cyding 
to provide further information to the user. Because these 
operations are preferably done off-site, the result is 
decreased down time associated with on-site installation 

45 procedures. 

Installation and Configuration of a System — On-Site: 

When the installer arrives on-site, he or she then connects 
the computer to control panel 30 via interface port 54 and 
downloads the previously defined information into memory 

50 36 of control panel 30, A list of authorized personnel is 
confirmed along with each person* s access level to limit the 
operations foe each that may be performed via an interface 
module 90. The system time and date is also established at 
this time and may not be subsequently changed except by 

55 one again aeating a physical link between the installer's 
computer and panel 30. The remaining configuration is then 
carried out at any interface module 90. 

The installer next connects the personal computer to any 
interface module 90 via port 114. Port 114 is serially 

60 connected to microprocessor 104 of interface module 90 in 
a manner similar as to that in control panel 30. It is at this 
time that the floor plan vector data and icon data is loaded 
into memory 122. While much of the control logic of module 
90 is stored in memory 120 as firmware, custom commands 

65 can also be loaded into one or more sectors of memory 122. 
After the installer disconnects firom the interface module, 
pass codes are established for the installer and a represen- 
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tative of the business wherein the system is located, and the status of each sensor type (perimeter verification by 

verified. This inf ormatioa is transmitted to the control panel touching cell C-3 and cell D-4, vault verification by touching 

for incorporation into the database. Additional users can be cell D-3 and cell EM, or fire verification by touching cell E-3 

defined at this point, but need not be. At this time, non- or D^), or select control functions by touching cell C-4 

intelligent sensors can be confirmed. 5 instead of D-4 after touching the appropriate sensor type 

The last installatioD step concerns tiie identification and ^*^o^* 

location of the various intelligent peripherals associated with ^ °^ ^ single flow of an office 

the intcUigent sensor loops, e.g., sensors and interface ^f'^^ shown with the location of perimeter sensors 

modules, generically referred to as a sensor. Upon issuance ^ conjunction therewith. Such a display would be 

of a poUing command by panel 30 which is common to lo P^^f^i^^f f ^ ^ user touch^ the penmetex sensor icon m 

^1 . I £ II V ■ 1. 1 cell C-3 and sensor infonnation icon in cell D-4 in FIG. 7. 

netwoik protocols, an ID listing of aU such penph^als can ^ ^^^^ ^ ^ j ^ ^^^^^1, t„ the user to his or 

be Obtained and stored m memory 36. At this pomt it is ^^^^^ ^^^^^^ 

to the floor. To assist in orientation, 

helpful to know the ID for each sensor or interface module ^^^^ ^^^^^ ^^^^^^^ activated interface 

since it wiU be necessary to "locate" each, via the ID, on a ^^^^^ in cell E-5. However, this display may lack 

display map generated by an interface module 90. Assuming 15 sufficient detail to permit the user to have sufficient infor- 

that the IDs are known, the installer or user, if permitted, mation concerning a particular area and/or sensor, 

activates a "Sensor Location" subroutine available at each Consequently, the present invention provides the user with 

interface module 90 (see, for example, cdl D-4 in FIG. 7). the option of enlarging the desired portion of the floor plan 

An icon for the sensor initially s^pears on display 100. By by touching the screen in the desired area, sudi as cell E-2. 

touching a cell located in the area of the floor plan which 20 Upon such an action, a high detail view of the plan is 

corresponds to its physical location, a high detail display is presented to the user as is shown in FIG. 9. 

generated as shown in FIG. 5. The sensor ID is displayed While the use of a vector based database to provide layout 

(shown in cell B-1) along with a type icon (shown in cell and sensor location is advantageous, such information must 

D-1). While the sensor ID cannot be changed, the installer first efficiently be entered into the control unit's memory for 

or user may define the type by cycling through options 25 subsequent on-demand distribution to the remote interface 

through pressing type icon 158 shown in cell D-1. modules. To carry this out, it is possible to directly upload 

Using arrow keys 140, 142. 144. and 146, the instaUer or V}^'^ '^f?^^'^l^!A ^ ^^^^^^^^^J^F^ ,f 

user positions the identified sensor to the general location f aerated by AUTO-CAD® or other pubhcly available 

and presses the V" in cell F-5. In the example presented, '^"^"^^^ ^oor plan may be digitized 

touching tiie positioning keys causes a flashing sensor icon 30 andm^ortedmto such a program and tiien uploaded mto flic 

to move responsivdy to die user input to its fin., location in ^^^^^ P^^^^^ ' ^f^^* ^h^ ^^'^^ '^f 

ceUC^adjacentthe'*Window4»position.Aftrrconfirming designations aye then keyed to Ae uploaded detad 

the location of the sensor andits type, an abbreviated system each sensor locaUon, a particular sector is assigned tiiereto 

TT* • A u KT fi ».u;^u ic which m turn is coupled to a maximum detail Aoot plan, 

sensor ID is assigned to it such as N-8, which is transimtted ^ , « , , 1 ... 

r 1 1- n r..*, i iA Bccause the floor plan and sensor location are stored in 

to memory 34 of panel 30. For all fiiture actions, panel 30 35 u^u^l yLuu auu o^uovi iwaL* « *uv 

wfll translate the tJue sensor ID into the system sensor ID to '^^'^ information a usa can enlarge any sector 

increase the transmission rates along the intelligent sensor °f *5 ^ P'«" "'"^ 8^"'^ " '"^'"^ 

loc^s- In addition to transmitting the system sensor ID to pr^«siy oescnDea. 

main panel 30, interface module 90 locally stores the system ^ .f?™*. - ._c j i , . ..i 

sensor ID with the display vector coordinates and transmits 40 , 1- An mtelligent interface module locatable on a premises 

^ . r, ^ z. . . -.ii* for use m combination With a control panel and a sensor, said 

the same infonnation to any modules located on an mtelli- t^^ac xu ^uuu^au « u w ixuv*^/*^ 

gent sensor loop so that when commanded to display that nioouie compnsmg. 

sensor, its location is locally retrievable by any interface ^ housing; 

module. By repeating these steps for each sensor, such as a processor located internal to the housing and operatively 

pressing sensor scroll icons 152 and 154 at cells A-2 and A-3 45 coupled to memory means, to the control panel, and to 

respectively, the locations of each sensor can be established sensor wherein the memory means has the capacity 

or modified. *o retain user definable data infonnation associated 

Use of a System: with the physical description of at least a portion of the 

FIGS. 6, 7, and 8 show a progression of steps that a user premises and user definable data information assod- 

might encounter when initially using interface module 90. 50 ated with tiie physical location of flie sensor; 

First, the user prepares interface module 90 by touching any an exposed visual display operatively coupled to the 

part of touch screen matrix 102. Upon receiving a valid processor and adapted to display at least one graphic 

access combination in response to a randomly generated soft rqircscntation of the user definable data information 

keypad on the display screen of FIG. 6, a security access associated with the physical description of at least a 

level is obtained from control panel 30. As those persons 55 portion of the premises and the user definable data 

skilled in the art will q>preciate, a user's identity or access information associated with the physical location of the 

clearance can be determined by ways other than a manually sensor; and 

entered code combination and can include visual or voice an input means operatively coupled to the processor for 

identification (finger print, retinal, or voice verification), permitting user selective access to the processor, 

magnetic card identification (snipe, card, or pattern), physi- 60 2. The module of claim 1 wherein the sensor is integral 

cal keys, or chip identification. The choice of manual code with the housing. 

entry is considered preferable because of the low production 3. The module of claim 1 wherein a sensor ID is incor- 

cost and high level of security involved, poratcd with a signal dctectible by the module. 

After receiving the access level from control panel 30, 4. The module of claim 2 wherein a sensor ID is incor- 

interface module 90 initiates an appropriate subroutine to 65 porated with a signal detectible by the module, 

enable the user to cany out permitted system access func- 5. The module of claim 1 wherein a module ID is 

tions. As illustrated in FIG. 7, this user may be able to verify incorporated with a signal detectible by the control panel. 
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6. The module of claim 1 wherein the input means is c) a processor operatively coupled to the memory 
physically separate from the display. means, the input means, and the output means for 

7. The module of claim 6 wherein the input means responding to input and generating output based 
comprises at least one physically responsive switch. upon interface module operating system instructions, 

8. The module of claim 1 wherein the input means is 5 and, 

operable in conjunction with the display. d) an exposed visual display operatively coupled to the 

9. The module of claim 8 wherein the input means is a processor and adapted to display at least one graphic 
touch sensitive matrix located on the display. representation of the user definable data information 

10. The module of claim 1 wherein the visual display is associated with the physical description of at least a 
selected from the group consisting of a liquid crystal (Usplay, lo portion of the premises and user definable data 
a cathode ray tube, and a plasma display. information associated with the physical location of 

11. TTie module of claim 1 further comprising an emer- at least one sensor; and 

gency switch. at least one sensor operatively coupled to the input and 

12. The module of claim 1 wherein system status is ou^ut means of the control panel 

maintained the memory means, thereby reducing data 15 whereby the data associated with tiie physical description 

exchange between the module and the control panel. ^ ^^^^ ^ portion of the premises and the at least one 

13. The module of claim 1 further con[5)rising an audible ^^^^^ ^e presented for user perception, 
frequency transmitter. 15 -phg ^y^^ daim u wherein the at least one sensor 

14. Amultiplexed, distributed inteUigence monitoring and ^^^^^ interface module, thereby establish- 
alarm system locatable in a premises compnsmg: 20 jj^g operative coupling with the control panel. 

a control panel having 16. The system of claim 14 wherein the control panel is 

a) memory means sufficient for selectively retaining constructed to accept sensor signal input generated by a 
data associated with control panel operating system sensor selected from the group consisting of perimeter, 
instructions and user definable functions, control, and fire sensors. 

b) input means for receiving data information from and -^j jjjg system of daim 14 wherein the system is supplied 
output means for sending data information to at least ^ith power from a public service and further comprising a 
one remote interface module, and battery for maintaining system functions in the event of a 

c) processing means for responding to data input public power outage, and control drcuitiy operable by the 
received from the at least one remote interface control panel processing means for selectively maintaining 
module and generating output to tiie at least one 30 pQ^er to user definable portions of the system, 
interface module based upon control panel operating ig, jhe system of claim 14 further comprising a telco 
system instructions, all elements being operatively interface and dialer for selectively establishing contact with 
coupled to one another; an external location to transmit data thereto and receive data 

a remote interface module locatable distant from the therefronL 

control panel and operatively coupled to the input and 19. The system of daim 14 further comprising an RF 

ou^ut means of the control panel and having receiver operatively coupled to the processor wherein acti- 

a) memory means sufficient for storing user definable vation of the dialer may be initiated by transmitting an RF 
data information associated with the physical signal to the RF receiver whereupon an ^propriatc signal 
description of at least a portion of the premises and generated by the receiver causes the processor to activate die 
interface module operating system functions, ^ dialer. 

b) input and output means for receiving and sending 

data information from and to the control panel; ***** 
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